
2025 “CYBER DIPLOMACY ADVANCED COURSE” 
(ESDC activity number 24-25/207.b/1) 

Brussels, January 21-23, 2025 

Tuesday, January 21st 2025 // 09h00 - 17h30 (CET) 
Course Opening and Administrative Aspects 
Keynote Speech 

SESSION I - CYBER DIPLOMACY: CONCEPTS & ACTORS 
What is Cyber Diplomacy? 
Cyber Diplomacy Key Actors 
EU Cyber Diplomacy Toolbox 

SESSION II - RULES, NORMS AND INTERNATIONAL LAW 
International Law and Cyberspace 
Rules, Norms, and Principles for Responsible State Behaviour 

ICE-BREAKER 
Official Ice-breaker dinner (hosted) 

Wednesday, January 22nd, 2025 // 09h00 - 18h00(CET) 
SESSION III - EMERGING TRENDS AND GEOPOLITICAL CHALLENGES IN CYBER DIPLOMACY 

Cyber & Hybrid Threats & Emerging Technologies 
[Dis]Information and Influence Operations 

SESSION IV - CONFIDENCE-BUILDING MEASURES & CAPACITY BUILDING 
Confidence-building measures in cyberspace 
Capacity Building (CCB) 
EU Cyber Cooperation 

Thursday, January 23rd, 2025 // 09h00 - 15h00 (CET) 
SESSION V – CYBER DIPLOMACY CASE STUDY 

Case Study Workshop & Discussion 
Closing Address 

FAREWELL CEREMONY 
Farewell drink (hosted) 




